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AECryptis a program that will encrypt files using the Advanced Encryption Standard (AES). AES
has been adopted by the National Institute of Standards and Technology (NIST) &edéral
Information Processing Standard (FIPS) 197. Please contact the author if you would like
additional information about the background and operation of AES.

AES Crypt runs on both the Windows and MacOS operating systems; files encrypted on one
platform are completely compatible with and can be decrypted onthe other platform. AES
Crypt employs a graphical user interface (GUI) for ease of use and, in fact, has a similar look
andfeel on both Windows and MacOS systems. This user guide witiltiepcogram

installation and use on both platforms.

PROGRANNSTALLATION
AES Crypt can be downloaded fraittp://www.aescrypt.combownload.htm] Choose the
preferred package for your system; Windows users will want either theit3@r 64-bit GUI
while MacOS users will probably want the Mac GUI (x86).

Download the program ZIP file, unZIP the archive, and install as you would any other Windows
or Mac program.

NOTE for Mac user§heAESG/pt.appfile can be found in thépplications
directory. You canlso drag it to the dock for quicker access, as noted below.

PROGRANUSE (WINDOWS)
Encrypting files
Use the following steps to encrypt a file with AES Crypt:
1. Rightclick on the file in Windows Explorer and sel&&S Crypt
2. Enter the password in the d@gue box and clickK

3. The encryted file will appear with the same name as the original widesfile
extension.
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The screen shots below detail these steps. First, find the file you wish to encrypt in Windows
Explorer. When you rightlick, the contexmenu will appear, click oAES Crypt
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You will be asked to enter the file password (twice) in a dialogue box; do so, an@Klick
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The encrypted file will appear in the same directory using the original file name vatshle
extension.
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NOTE:Some email clienswill refuse to send or receive files with a double
extension (e.greport.doc.aes). ZIPpg or renaming the file prior to sending it
will fix this problem, but be sure to let the receiving party know how to get the
original file bak.

Decrypting files

Use the following steps to decrypt a file with AES Crypt:
1. Doubleclick on the file in Windows Explorer.
2. Enter the password in the dialogue box and otk

3. The decrypted file will appear with the same name as the encrypted fitayiboout the
.aesfile extension.

The screen shots below detail these steps. First, find the file you wish to decrypt in Windows
Explorer.
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Doubleclick on the file name, enter the password in the dialogue box, and@HKck
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The unencrypted file W appear with the same name as the encrypted file, but without.Hmees
file extension.
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PROGRANUSE (MACOS)
Encrypting files
Use the following steps to encrypt a file with AES Crypt:
1. Find the file in Finder and drag it to tAd=SCrypt.apfile orthe AES Crygton on the
2. gcr)lct::r the password in the dialogue box and didntinue
3. The encryted file will appear with the same name as the original widesfile

extension.

The screen shots below detail these steps. First, find the file ydutaiencrypt in Finder.
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Dragthe file to encrypt onto theAESCrypt.apfile in the Applicationdirectoryor...
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Enter the password into the dialogue box and cdatinue

CaseReports

1| > ] il:llllll © | - Q
DEVICES - [ 7hit - 71 12BU12345_Kessler.doc
El iDisk 2{]11_[\..-.-.“:..." S T AD
= | CaseR AESCrypt
| Macintosh HD ] CaseRe

CB B )
SHARED S CEIC Enter password for encryption
(| gary-chaB792892 " Downle - |
PLACES T4 DSBSC/ s
2 |Deskiop 7L DSBSC# —
@ gk DSBSCA
! = |
-;A:Applications .:L Emergil

T exte mar:c...'rcessler:pdf ot

v

'ﬁ:j hack-a-mac.pdf I
4

4 Documents
% Downloads

1 of 1 selected, 732.16 GE available y

The ererypted file will appear in the same directory using the original file name wlesfile
extension.

NOTESome email clienswill refuse to send or receive files with a double
extension (e.g.eport.doc.aes). ZIPpg or renaming the file prior teending it

will fix this problem, but be sure to let the receiving party know how to get the
original file back.



